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1. O6L¥e NonoxKeHUs
[aHHas WHCTpyKumMs ycTaHaBMBaeT MOPSAOK NAaHUPOBaHWA M NPOBEAEHUS MOHUTOPUHTA
NH(OPMaLIMOHHOWK 6e30MacHOCTM aBTOMATU3MPOBAHHbIX CUCTEM, 06pabaTbiBalOL X NEPCOHASbHbIE
AaHHble, OT HeCaHKLMOHWPOBAHHOIO [OCTyMa, pPacnpoCTPaHEHMUs, WCKaXeHWs U yTpaThbl
NH(pOPMALUN YUpeXXaeHNs.

2. Bngbl MOHUTOPMHIa MHGOPMaLMOHHOW 6e30MacHOCTH

2.1. MOHWUTOPUHI paboTOCMOCO6HOCTM annapaTtHbiX KOMMOHEHT aBTOMAaTM3MPOBAHHbIX
cuctem, o6pabaTbiBalOLWMX MNEpcoOHanbHble [aHHble, OCYLECTBNAETCA B Mpoluecce UX
aAMWUHUCTPUPOBAHUA W NPU NPOBEAEHMMN PabOT MO TEXHUYECKOMY 06CNYXUBaHUIO 060pYyL0BAHUS.
Hanbonee cyliecTBEHHble KOMMOHEHTbl CUCTEMbI, WUMEILLME BCTPOEHHblE CPeLCTBa KOHTPONSA
paboToCnoco6HOCTM (CepBepbl, aKTUBHOE ceTeBOe 0060pPyAOBaHME) [LO/HKHbI KOHTPOMPOBATLCSA
MOCTOAHHO B paMKax paboTbl aAMUHUCTPATOPOB COOTBETCTBYHOLUX CUCTEM.

2.2. MOHVTOPWHT Napo/ibHOM 3aWnTbl U KOHTPOJIb HafEeXHOCTU NO/b30BATENIbCKUX Naposiei
npefycmMaTpmMBalT YCTaHOB/IEHWE CPOKOB [eWCTBUA Naponei, nepuopMYecKyto MNpoBepKy
MoNb30BaTe/IbCKMUX Naposieil Ha KOIMYecTBO CMMBO/IOB M OYEBUAHOCTL C Lie/bI0 BbIABEHWUA CnabblX
naposieid, KoOTopble Nerko yrafaTtb WAM AelwndpoBaTb C MNOMOLWbIO  CMeLUanm3npoBaHHbIX
nporpaMMHbIX CpeAcTB (B3N10OMLLMKOB Naponei).

2.3. MOHUTOPUHI NONbLITOK HECAHKLMOHUPOBAHHOIO AOCTYNA

MpefynpexXaeHve N CBOEBPEMEHHOE BbIfIB/IEHNE MOMbITOK HECAHKLMOHMPOBAHHOIO AoCTyna
OCYyLLeCTBNSAETCA C WUCMNONb30BAHWEM CPeACTB  OMepauMoOHHON CUCTEMbI U CheLuanbHbIX
NMporpaMMHbIX CPefCTB, U NPesyCMaTPUBAET:

- (hMKcaumio HeyJayHbIX MOMbITOK BXOA4A B CUCTEMY B CUCTEMHOM XKYpPHase;

- MPOTOKO/MMpPOBaHMUE PaboThl CETEBLIX CEPBUCOB;

- BbISIBNEHNe (DAKTOB CKaHMPOBAHMS OMpPeAeNeHHOro fuanasoHa CeTeBblX MOPTOB, B
KOPOTKME MPOMEXYTKM BPEMEHWU C LeNblo 0OHAPY)XEHUs CeTeBbIX aHanM3aTOpPOB, U3yyaroLinx
CUCTEMY W BbISBASAIOLMX €€ YSA3BUMOCTM.

2.4. MOHWUTOPMHT MPOM3BOAUTENLHOCTM aBTOMATM3MPOBAHHbLIX CUCTeM, 06pabaTbiBatOLLMX
MepcoHanbHble  [aHHble, NPOM3BOAMTCA N0  obOpaweHWsaM  Monb3oBaTeneil, B  Xof4e
afiMUHUCTPUPOBAHUSA CUCTEM W MPOBEAEHMS MPOMUNAKTUYECKUX PabOT AN BbISBAEHWUS MOMbITOK
HeCaHKLMOHMPOBAHHOIO A0CTYyNa, NOBMEKLMNX CYLeCTBEHHOE YMeHbLUeHMe NPOM3BOANTENNbHOCTM
CUCTEM.

3. opsagoK npoBefeHNA NPOBEPKN

3.1. Tposepka NPOM3BOAMTCA eXeKBapTa/lbHO M B 0COObIX cuTyaumax. OH BK/OYaeT
nposegeHne 0630poB 6e30MacHOCTU, TECTMPOBAHWE CUCTEMbl, KOHTPO/Ib BHECEHUA U3MEHEHW B
CUCTEMHOe NporpaMMHoe obecrneyeHue.

3.2. AKTMBHOE TeCTMPOBAHME HAAEXHOCTU MeXaHM3MOB KOHTPO/A AOCTyna npou3BOAMTCA
MyTeM OCYLLECTB/NEHNUA MOMbITOK MPOHUKHOBEHMA B CUCTEMY (C MOMOLLbH aBTOMATMYECKOrO
WHCTPYMEHTapUA UMN BPYUHYIO).

3.3. laccuBHOe TecTMpoBaHWe MexaHW3MOB KOHTPO/IA [OCTyna OCYLLeCTBMAETCA MyTeEM
aHanuMsa KOHMUrypauuoHHbIX (annoB cuctembl. WHGpopmauma 06 W3BECTHbIX YSA3BMMOCTAX
N3BfeKaeTca M3 [OOKYMeHTauuM W BHEWHWUX WCTOYHUKOB. 3aTeM OCYLLEeCTBNAETCA MpoBepKa
KOH(Mrypayum cuctembl C LENbi0 BbISBMIEHUA OMACHbIX COCTOAHWUIA CUCTEMbI, T. €. TakKux
COCTOSIHWIA, B KOTOPbIX MOTYT MPOABAATL Ce65 M3BECTHbIE YA3BUMOCTU. ECNn cucTeMa HaxoauTcsa B
OMacHOM COCTOAHWW, TO, C LeNbl HeWTpanusayuu ysa3BuMocTel, Heo6XoAMMO NGO U3MEHUTb
KOH(uMrypaymo cuctemsl (408 NMKBUAALUN YCNOBUI NPOABIEHNA YA3BUMOCTM), NGO YCTAHOBUTb
nporpaMMHble KOppeKkuuu, nnM6o YCTaHOBWUTb Apyrue BepcuM MporpaMM, B KOTOPbIX [aHHas
YA3BUMOCTb OTCYTCTBYET, MO0 0TKa3aTbCA OT UCMNOJ/Ib30BAHUSA CUCTEMHOIO CEPBUCA, COAepXallero
OaHHYI0 YA3BMMOCTb.

3.5. BHeceHVMe W3MeHEHW/A B CUCTEMHOE MporpamMmHoe ob6ecneyeHne OCyLLecTBAAETCA
agMuHucTpaTopamMn cuctem, o06pabaTbiBalOWMX MepCoOHaNbHble [aHHble, C 00643aTeNbHbIM



LOKYMEHTMPOBaHMEM W3MEHEHUIA B COOTBETCTBYIOLEM )KypHane; YBeLOM/IEHWEM KaX[Oro
COTPYZAHMKA, KOro KacaeTCd W3MEHeHue; BbICNyLIMBaHWEM TMpPeTeH3Wi B Cayyae, ecnum 3To
N3MEHEHWe MNPUYUHUNO KOMY-HMOYAb Bpefd; pa3paboTKOW MNaHOB [AeACTBUIA B aBapUiiHbIX
CUTyaumsax An8 BOCCTaHOBMEHMS paboTOCMOCOBHOCTM CUCTEMbI, €CNIM BHECEHHOE B HEe U3MEHEHMe
BbIBENO €e W3 CTPOs.

4. TlopsagoK aHTUBUPYCHOIO KOHTPO/IA
4.1. Ons 3aWimMTbl CepBepoB M paboumx CTaHUUn HEeOBXOAMMO MCMONb30BaTb aHTUBMPYCHbIE
nporpamMmmbl:
- pe3nLeHTHbIE aHTUBUPYCHbIE MOHUTOPbI, KOHTPONNPYHOLLME MOAO03PUTENbHBIE AENCTBUSA
nporpamMm;
- YTUNNTbI ANA 06Hapy)KeHVI$'-I N aHann3a HOBbIX BMPYCOB.

4.2. K wncnonb3oBaHUO [OMNYCKAKTCA TOMbKO JIMLEH3WOHHbIE CpeAcTBa  3aWWTbl  OT
BPeLOHOCHbIX MpOrpaMm W BUPYCOB WU CepTUMULMPOBaHHbIE CBOOGOLHO pacnpocTpaHsemMble
aHTVBUPYCHbIE CPeACTBa.

4.3. Mpn NOJO3PEHUN HA HaNMUUMEe He BbISIBIEHHbIX YCTAHOBAEHHbIMU CPeACTBaMM 3aluThbl
3apaXxxeHuii cnefyet ncnonb3osatb Live CD ¢ gpyruMu aHTUBUPYCHBIMUW CPeacTBaMMU.

4.4. YCcTaHOBKa M HacTpoilKa CpeACTB 3alUTbl OT BPEAOHOCHbLIX MPOrpaMMm M BUPYCOB Ha
pabouymx CTaHUMAX U cepBepax aBTOMaTU3MPOBaHHbLIX CUCTEM, 06pabaTbiBalOWMX NEPCOHa/bHbIE
JaHHble, OCyLlecTB/seTCHs afMWHUCTPATOpaMy COOTBETCTBYHOLWMX CUCTEM B COOTBETCTBUM C
PYKOBOACTBaMM MO YCTaHOBKe NPUOBPETEHHbIX CPEACTB 3aLLUTLI.

4.5. YcTaHaBnuBaemoe (M3MeHSieMOe) MporpaMmHoe ob6ecrneyeHuMe [O/MKHO  ObITb
npeABapuTeNbHO NPOBEPEHO aAMUHUCTPATOPOM CUCTEMbl HA OTCYTCTBUE BPEAOHOCHbLIX MPOrpamm
M KOMMbIOTEPHBLIX BUPYCOB. HeMocpeAacTBEHHO MOCNE YCTAHOBKU (M3MEHeHWs) nporpamMHOro
obecrneyeHns paboyein CTaHLUMM J0MKHA ObiTh BbINMOMHEHA aHTUBMPYCHAs NMPOBEPKa.

4.6. 3anycK aHTMBUPYCHbIX MpOrpamM [AO/DKEH OCYLLeCTBAATLCA aBTOMaTU4ecku Mo
3aflaH1I0, LeHTPasM30BaHHO CO34aHHOMY C MCMO/b30BaHWEM MAaHUPOBLLMKA 3a4a4 (BXOASALLMM B
NOCTaBKY OMepaunoHHOW  CcuUCcTeMbl MO0  MNOCTaBAAEMbIM  BMeCTe C  aHTUBUPYCHbLIMU
nporpammamm).

4.7. AHTUBMPYCHbIA KOHTPO/Ib paboyumx cTaHUUiA LOMKEH MNPOBOAUTHLCA €XELHEBHO B
aBTOMaTMYeCcKOM pexume. Ecnu nposepka Bcex (haiinoB Ha AMCKaxX paboymx CTaHUuMAX 3aHUMmaeT
HenpuemneMo 60nbLIOe Bpems, TO AOMYCKaeTCAa NPOBOAUTL BbIGOPOUYHYIO MPOBEPKY 3arpy304HbIX
obnacTeil AWCKOB, OMepaTMBHOMW NamMATU, KPUTUYECKUM BaXKHbIX WHCTaN/IMPOBAHHBLIX (ainnos
OMepaLMoHHON CUCTEMbI M 3arpyXaembiX (ainnoB No CeTW WAN C BHELIHUX HOCUTenel. B aTom
cnyyae NosHas NpoBepKa [O/MKHA OCYLLeCTBNATLCA He peXKe OA4HOro pasa B HeAento B Mepuoj
HeaKTUBHOCTW Nosib3oBaTens. Monb3oBaTensiM PeKOMEHAYETCA OCYLLeCTBAATb MOJIHYH MNPOBEPKY
BO Bpemsi nepepbiBa Ha 06es nytem nepeBoga pabouyeil CTaHUMM B COOTBETCTBYHOLLUIA
aBTOMATUYeCKUI PexXnum PYHKLUUOHMPOBAHWUSA B 3aMepTOM NOMELLEHUN.

4.8. 06sA3aTeNbHOMY aHTUBUPYCHOMY KOHTPOMKO  MNOANEXWUT fobas  uMHGopmayms
(ncnonHsemble (aiinbl, TEKCTOBble (hainbl NHOObIX (opmaToB, (ainbl AaHHbIX), Nony4vyaemas
nonb3oBaTesieM MO CeTM WKW 3arpyXaemas CO CbeMHbIX HOCUTeneid (MarHUTHbIX [WCKOB,
ONTUYECKUX AWUCKOB, (hnaw-Hakonutened n 1.n.). KOHTPONb MHGpOPMaLMU LOMKEH NPOBOAUTLCSA
aHTMBUPYCHLIMW CpefcTBamMu B MnpoLecce WauM cpasy nocsie ee 3arpy3kum Ha paboyyro cTaHUuio
nonb3osartensd. dainbl, NOMeLLaeMble B 3/1IEKTPOHHbIA apXuB, LO/MKHbI B 0653aTeNbHOM NOpAAKe
NPOXOAUTb aHTUBUPYCHbIA KOHTPOb.

4.9. YcTaHaBnuBaemoe (M3MeHsieMOe) Ha cepBepbl NporpaMMHoe obecnevyeHue A0/MHKHO ObITb
npefBapuUTENbHO MPOBEPEHO aAMUHUCTPATOPOM CUCTEMbI Ha OTCYTCTBME KOMMbIOTEPHbLIX BUPYCOB
N BPEAOHOCHbIX nporpamm. HenocpeACTBEHHO MOCAe YCTAHOBKU (M3MEHEHMs) MPOrpaMMHOro
obecneyeHuns cepsepa LOMXKHA ObITb BbINO/IHEHA aHTUBUPYCHASA NMPOBEPKaA.

5. lNopsapgok aHan3a NHUMAEHTOB



5.1. Ecnu agMuHMCTpaTop cucTeMbl, o6pabaTtbiBaloLLeli NepcoHanbHble faHHble, NoLo3peBaeT
WM nonyymn coobuieHMe O TOM, 4YTO €ro cuctema nNoABepraeTcs avake WM Yyxe Oblna
CKOMMPOMETNPOBAHa, TO OH JO/MKEH YCTAaHOBUTL:

- (hakT NonbITKN HecaHKLMoHMpoBaHHoro goctyna (HCA);

- npogomkaetcs nu HC/[, B HacCTOALWMA MOMEHT;

- KTO ABfiseTca nctouHnkom HC/L;

- yTo fABNAeTCcA 06bekToM HCA;

- Korpa npoucxoguna nonbitka HCA;

- Kak 1 npu Kakux o6ctoATenbcTBax 6bina npegnpuHsaTta nonbitka HCA,;

- TOYKa BXOJa HapyLwunTens B CUCTEMY;

- 6bina nn nonbiTka HCJ, ycnewHoi;

- OMpejenuTb CUCTEMHbIe pecypcbl, 6e30NacHOCTb KOTOPbIX Bblna HapyLUeHa;

- Kakosa moTuBauumsa nonbitku HCA.

5.2. Ana BbiseneHus nonblTkn HCJ Heo6X04MMO YCTaHOBUTb, KakKue MOSb30BaTenn B
HacTosLLee BpemMs paboTaloT B CUCTEMe, Ha KaKMX paboumx cTaHumax. BbiSBUTb NOLO3PUTENbHYIO
aKTMBHOCTb MO0/b30BaTeNiel, NPOBEPUTb, YTO BCe MO0/b30BaTeNN BOLWJN B CUCTEMY CO CBOUX
paboumnmx MecT, U HUKTO N3 HUX He paboTaeT B CMCTEME HEOObIYHO A0ro. Kpome Toro, HE06X0ANMO
NPOBEPUTL, YTO HUKTO M3 NOJb30BaTeNeil He BbIMONHAET NOAO3PUTENbHBLIX NPOrpaMM M NporpaMm,
He OTHOCALLMXCH K ero 061acTu LedATe/IbHOCTMH.

5.3. lMpu aHanuse CUCTEMHbLIX >XYPHaNoB aAMWUHUCTPATOPYy HeoOXOAUMO MPOU3BECTM
cneaytouine aeicTems:

- NPOBepWUTb Hannyme MOAO3PUTENbHbLIX 3anuUCell CUCTEMHbLIX XXYPHaNoB, CAeNaHHbIX B
nepuog npegnonaraemMor nonbiTkm HCJ, BKAtO4as BXOA B CUCTEMY MNOJib30BaTesiell, KOTOpble
JOMKHBI Obl 6bIIM OTCYTCTBOBATbL B 3TOT MEPUOL BPEMEHU, BXOAbl B CUCTEMY U3 HEOXKMAAHHbIX
MECT, B HEOObIYHOE BPEMS U HA KOPOTKNUIA Mepnoj BPEMEHU;

- NpOBEpPUTb He YHUYTOXEH /I CUCTEMHbIN XXYPHaN U HET /i1 B HEM NPo6esos;

- MPOCMOTPeTb CMAWCKW KOMaHf, BbINMOMHEHHbIX M0/Ib30BaTENAMWU B paccMaTpuBaemblii
nepuos BpeMeHu;

- MNpoBepuUTb HaINuMe WUCXOAAWMX COOOLWEHNI 3NEKTPOHHOW MOYThl, aApecoBaHHble
NoA03pUTENbHBIM XOCTaMm;

- NpOBepUTb Ha/M4YmMe MeCT B XypHanax, KOTopble BbIrAAAT HEOObIYHO;

- BbIIBUTb MNOMNbITKM NOMYYUTb MONHOMOYMA  Cyneprnonb3oBaTens WA Apyroro
NPWBWUNErMPOBAHHOIO NOJIb30BaTeNA;
- *BbIABUTb Ha/In4Me Hey[auYHbIX MOMbITOK BXOAA B CUCTEMY.
54. B xoge aHanu3a >KypHa/rioB aKTMBHOrO CceTeBOro ob6opypgosaHus (MOCTOB,
nepekatoyaTenein, MapwpyTmM3aTopos, W/308) HE06X04MMO:
- NpoBepuUTb Ha/nyme MNOLO3PUTE/IbHBIX 3anuceil CUCTEMHbIX XYPHAN0B, CAeflaHHbIX B
nepuog npeanonaraemoi nonbiTkn HCA,;
- NPOBEPUTb HE YHUUYTOXEH /IN CUCTEMHbBIN XYPHaN U HET /i1 B HEM NPo6esios;
NMPOBEPUTH Ha/IMUYMe MECT B XXYpHasnax, KOTopble BbIrA4AT HEOObIYHO;
BbISSBUTb NOMbITKWN M3MEHEHUA TabNNL, MapLIpyTU3aLnum n agpecHbiX Tabnuu;
NPOBEPUTb KOH(UTYpaLUIo CeTeBbIX YCTPOWCTB C LENbl OMpefeneHns BO3MOXHOCTU
HaxX0XJeHUs B CUCTEME NPOrpaMMbl, NPOCMaTpPUBaloLLeil BeCb CeTEBOMN TpatuK.
55. Ons o6HapyXeHUs B cUCTeMe C/ef0B, OCTaB/IeHHbIX 3/10YMbIlWIEHHUKOM, B BUAe
(haiinoB, BUPYCOB, TPOSHCKMX NPOrpamMmmMm, U3MeHEeHUA CUCTEMHOWN KOHDUrypaLmum Heo6XoaMmo:
- coCTaBUTb 6a30BY0 CXeMy TOro, Kak 006bIYHO BbIFNALUT CUCTEMA;



- MpOBECTM TMOMCK MNOAO3PUTENbHLIX (DailfioB, CKpbiTble akinbl, WMMeHa (ainnos u
KaTanoros, KOTOPbIE 06bIYHO MCNONbL3YHTCA 310YMbILLNEHHUKAMMY;

- MpoBepuTb COAEPXKMMOE CUCTEMHbIX (haiifoB, KOTOpble O0ObIYHO  M3MEHAKTCS
3N10YMblLWNEHHUKAMW;

- NPOBEPUTb LENOCTHOCTb CUCTEMHbIX NMPOrpaMm;
- NpOBEpUTb CUCTEMY ayTEHTU(PUKALUN 1 aBTOPM3AL MU,

5.6. B cnydyae 3apaXeHusa 3HaYMUTENIbHOTO KOIMYecTBa paboymx CTaHUMIA Nocne ycTpaHeHus
ero nocneacTBMin NPOBOANTCA CUCTEMHbIN ayauT.



